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ABSTRACT 

 
ARTICLE INFO 

The Development of the internet has made a significant and important progress in 

recent few years. Protecting and making storage of these huge volume of data has 

become a big issue to handle. Traditionally, cloud based structure were used but they 

lead to high computation and storage demands on the cloud servers. Due to 

centralized servers there were many trust issues. To solve these problems, we have 

proposed in our paper a distributed data storage scheme which uses the Blockchain. 

Blockchain is an unchangeable distributed ledger which allows transactions take 

place in a Decentralized manner. 
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I. INTRODUCTION 

Traditional paper-based health records apparently are 

inconvenient for information interchange or sharing [1]. 

The technology of Electronic Health Records provides a 

novel way to collect and manage health-related 

information. It is more convenient than traditional paper-

based health records for information storage and retrieval. 

Cloud is an open and shared environment for storage 

resources and computing resources. It provides end-users 

with a one-stop service of Anytime, Anywhere, Anything 

over the Internet [2]. However, the incidents that the cloud 

computing platform leaks user data continue to emerge. 

How to ensure the security of the cloud computing system 

has become a problem that cannot be ignored from the 

perspective of user data security requirements, research on 

security-critical technologies in cloud computing mainly 

focuses on data privacy protection, cipher text based data 

retrieval, cipher text-based proof of possession, and access 

control and other fields [4]. As access control is the first 

line of defence to prevent unauthorized users from 

accessing sensitive data in the cloud, it has attracted much 

attention and has become a hot topic of current research. 
In order to solve the problem of information sharing in the 

traditional Electronic Health Records, the cloud-based 

framework can be seen as an application of the could 

computing technology [2]. In cloud-based systems, there 

still needs a cloud service provider who plays the role of 

authority. As many sectors such as, all medical-related 

data, from doctor, pharmacy, diagnostic laboratory, 

insurance centre, and so on, will be uploaded to the cloud 

server [7]. Then, users can search and download useful 

information from the could server. In order to solve the 

problem of information sharing in the traditional 

Electronic Health Records, the cloud-based framework can 

be seen as an application of the could computing 

technology [8]. In cloud-based systems, there still needs a 

cloud service provider who plays the role of authority [3]. 

As many sectors such as, all medical-related data, from 

doctor, pharmacy, diagnostic laboratory, insurance centre, 

and so on, will be uploaded to the cloud server [7]. Then, 

users can search and download useful information from 

the could server. 

 

II. LITERATURE SURVEY 

 
       Electronic records, produced in production and living 

activities, have shown rapid growth all over the world, and 

have gradually become the primary source of recording 

human activities and an essential source of information 

resources [1], [5], [6], [9]. Electronic records as a memory 

of social activities not only has the function of saving data 

but also has the evidence value [9]. Our findings show that 

academic research in this area has only just started and 

issues discussed in the selected literatures are still very 

limited [10]. Consequently, more intensive research in this 
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area is still necessary to advance the maturity of this field 

of research. Particularly, empirical studies using rigorous 

research protocols should be enforced in government 

context to study the various potential benefits of block 

chain adoption [8]. Because of the excellent nature of 

blockchain-based solutions and the urgency of using 

blockchain as a trusted preservation solution to electronic 

records, there is a need for professionals to be more 

confident about the credibility of the technology of 

electronic records [1], [4], [7]. Block chain Technology is 

that the advance info technology in medical sector which 

require excellent knowledge sharing among connected 

parties within the network [9]. In the end, this thought of 

blockchain was being utilized in different fields of life. 

Social insurance part moreover being one of them plans to 

utilize it [9]. Various specialists have completed the 

exploration on this territory, these examination works 

centre around the way that whether utilizing blockchain 

for social insurance area is plausible or not [9]. They too 

distinguish the focal points, dangers, issues, or difficulties 

related by the use of this innovation [6]. 

III. PROPOSED SYSTEM 

            In our proposed system we use Proof of work 

algorithm and RSA algorithm. We store the Medical data 

on cloud server and the data is maintained by cloud 

service provider. Our system solves the problem 

information sharing as it is stored on the cloud. 

IV. SYSTEM ARCHITECTURE 

             

 
                 

                                  Fig 1: System architecture 

 

        Blockchain is considered as a new technological 

revolution that was introduced as the backbone of the 

bitcoin cryptocurrency. Assuming that there is a health 

record file system in a cloud storage platform, which 

consists of raw data(input). Thus, a file system with a 

blockchain structure is designed. All the information is 

encapsulated in one block and at different times will be 

generated in different blocks. Then, a series of blocks 

generated. Every block contains one file which located 

with unique key. Taking advantage of this technique, it 

achieves a perfect privacy-preserving for patient. Hence, it 

constructs a secure and controllable mechanism in files to 

confirm the validity of the data. 

V. ALGORITHMS 

     RSA Algorithm 

 

RSA uses the arithmetic operations using modulo-n 

(mod n) arithmetic. x mod n  means the remainder 

of x when divided by n [1]. 

For example,  

22 mod 5 = 2. 

 

In general, RSA constitutes of three important parts  

 1.Generate the public key and the private key            

 2.Encrypt data using generated public key 

 3.Decrypt data using generated private key 

 

VI. MATHEMATICAL FUNCTION 

 
          Our MA-IBS for blockchain-based Health records 

contains the following seven algorithms: 

System Setup: The system setup algorithm is run by cloud 

server who takes as input a raw data file. Then it outputs 

system a filter data. 

Authority Setup: The authority setup algorithm is 

interactively executed by all authorities who take as inputs 

filtered data and convert it into the blocks. 

 Key Generation: The key generation algorithm is also 

interactively executed by all authorities who take as inputs 

as filtered blocks of the data and generate unique keys 

ID1,ID2,…….IDn. 

User-Sign: This sign algorithm is run by signer IDi who 

want to request particular record file from cloud server.   

User-Verify: This verification algorithm can be publicly 

executed by all users who take as inputs the signer's 

identity IDi. Then it outputs Accept if it is valid; Else, 

outputs Reject. 

Authority-Sign: This sign algorithm is run by user IDi 

who takes as inputs user requested file. 

Authority-Verify: This verification algorithm can be 

publicly executed by anyone who takes as inputs identity 

IDi. Then it outputs Accept if it is valid; Else, outputs 

Reject. 

VII. EXPERIMENTAL RESULTS 

Experimental results are obtained from the raw medical 

data set. These results were used to verify our approach 

and compare it with existing ones. 

 

1.Experiments on data uploading:- 

Firstly, the raw data is captured from medical data set and 

is filtered according to need. Filtered data is uploaded on 

the cloud for securing that file. 
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2.Experiments on key Generation:- 

Filtered data uploaded on the cloud is taken as input and 

unique keys are generated using SHA256 key generation 

algorithm according to our approach 

 
 

3.Experiments on Blockchain creation:-  

It is growing list of records called blocks. Firstly, the 

initial block that is Genesis block is created. Then the 

subsequent blocks follow as the new files are uploaded 

and the blocks are chained. 

 
 

                       

VIII. Conclusion 

 

      It is known that Blockchain offers no of opportunities 

for usage in the healthcare sector, e.g. In public health 

management, user-oriented medical research based on 

personal patient data as well as drug counterfeiting. 

Blockchain shows enormous potential in the healthcare 

domain because it resolves issues related to medical 

records while providing security, privacy, validation, 

interoperability, and authentication. With help of 

innovative character, Blockchain technology will strongly 

affect the balance of power between existing market 

players in healthcare. 
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