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ABSTRACT ARTICLE INFO

A new approach to protect our videos and large text documents is discussed here. Our

design  aims  to  provide  a  security  for  your  content  (here  content  refers  to  videos,

multimedia and large text documents) in the online world so that no other person would

copy the same and claim it as there content. The system is cloud based all the computing

of the content is done in the cloud. This system has three main components (i)Signature

Generation  of  the  video  ,  large  text  files  or  any  document  (ii)  Comparison  of  the

signature of your reference content with the other content which might possible been

copied from the original content , (iii)Possible outcome of success or failure is known

and for any altered content level of copy can be detected. The comparison is fast and is

in the cloud .Hence our model not only can detect any pirated content but also gives

level of copy for any altered content in an online process.
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INTRODUCTION

Latest  development  technologies  as  well  as  the

availability of online free hosting sites have made it

very easy to  duplicate  copyrighted materials  such as

videos, images, important documents and music clips

files.  Illegally  redistributing  these  contents  over  the

Internet will result in great loss in terms of revenues for

content  owners.  Finding  these  illegally  made  copies

over the Internet is a very complex and expensive task

as the volume of data available over the internet is huge

and comparing content to match and identify copies is

very complex. Here we present a novel system for any

file  content  protection  on  cloud  infrastructures.  The

system  can  be  used  to  protect  various  multimedia

content types like videos, images, music or any large

text files. The system can run on private clouds, public

clouds,  or  any combination of  public  private  clouds.

The  design  is  cost  effective  because  it  uses  the

computing  resources  on  demand.  The  design  can  be

scaled  up  and  down to  support  varying  amounts  of

file’s content being protected. The contributions of this

paper are as follows:-

 Complete  multi-cloud  system  for

multimedia content protection. The system

can support  different  types  of file content

and can effectively use varying computing

resources. 

  A novel  method for  generating signature

for any multimedia or large text files which

is simple and effective.
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The  focus  is  on  the  approach  for  protecting

multimedia  content,  which  is  content  based  copy

detection  (CBCD)  .  In  this  approach,  signatures  (or

fingerprints)  are  extracted  from  original  objects.

Signatures  are  also  created  from  query  (suspected)

objects  downloaded  from  online  sites.  Then,  the

similarity is computed between original and suspected

objects to find potential copies. Many previous works

proposed different methods for creating and matching

signatures. These methods can be classified into four

categories  :spatial,  temporal,  color  ,and  transform

domain.  Spatial  signatures  (particularly  the  block

based)  are  the  most  widely  used.  However,  their

weakness  is  the  lack  of  resilience  against  large

geometric  transformations.  Temporal  and  color

signatures are less robust and can be used to enhance

spatial  signatures.  Transform-domain  sig-natures  are

computationally  intensive  and  not  widely  used  in

practice.  For  more  details,  see  surveys  for  audio

fingerprinting and 2-D video fingerprinting .

II. Related work

The  problem  of  protecting  various  types  of

multimedia  con-tent  has  attracted  significant

attention  from  academia  and  industry.  One

approach to this problem is using watermarking,

in  which  some  distinctive  information  is

embedded in  the  content  itself  and a  method is

used  to  search  for  this  information  in  order  to

verify  the  authenticity  of  the  content.

Watermarking  requires  inserting  watermarks  in

the multimedia objects before releasing them as

well  as mechanisms/systems to find objects  and

verify  the  existence  of  correct  watermarks  in

them. Thus, this approach may not be suitable for

already  released  content  without  watermarks  in

them.  The  watermarking  approach  is  more

suitable  for  the  somewhat  controlled

environments, such as distribution of multimedia

content  on  DVDs  or  using  special  sites  and

custom  players.  Watermarking  may  not  be

effective for the rapidly increasing online videos,

especially  those  uploaded  to  sites  such  as

YouTube and played back by any video player.

Distributed Matching Engine:

Unlike  many  of  the  previous  works,  which

designed  a  system  for  image  matching,  our

proposed matching engine  is  general  and it  can

support  different  types  of  multimedia  objects,

including images, 2-D videos, and 3-D videos. To

achieve this generality, we divide the engine into

two main stages. The first stage computes nearest

neighbors for a given data point, and the second

stage  post-processes  the  computed  neighbors

based on the object type. In addition, our design

supports high dimensionality which is needed for

multimedia  objects  that  are  rich  in  features.

Computing  nearest  neighbors  is  a  common

problem in  many  applications.  Our  focus  is  on

distributed  techniques  that  can  scale  to  large

datasets which are geographically separated.

III. Existing System

The problem in existing system protecting various

types  of  multimedia  content  has  attracted

significant attention from academia and industry.

One  approach  to  this  problem  is  using

watermarking  ,  in  which  some  distinctive

information is embedded in the content itself and

a method is used to search for this information in
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order  to  verify  the  authenticity  of  the  content.

Watermarking  requires  inserting  watermarks  in

the multimedia objects  before releasing them as

well  as mechanisms/systems to find objects  and

verify  the  existence  of  correct  watermarks  in

them. Thus, this approach may not be suitable for

already-released  content  without  watermarks  in

them.

     Signatures or fingerprints extraction technique

is  another  important  one.  Signatures  are  also

created  from  query  (suspected)  objects

downloaded from online sites. Then, the similarity

is  computed  between  original  and  suspected

objects  to  find  potential  copies.  Many previous

works  proposed  different  methods  for  creating

and matching signatures.  These methods can be

classified  into  four  categories:  spatial,  temporal,

color,  and  transform-domain.  Spatial  signatures

(particularly the blockbased) are the most widely

used.  However,  their  weakness  is  the  lack  of

resilience against large geometric transformations.

Temporal and color signatures are less robust and

can  be  used  to  enhance  spatial  signatures.

Transform-domain signatures are computationally

intensive and not widely used in practice.

IV. Proposed System

The  proposed  system  uses  spatial  signature

techniques  there  are  two  main  components,  the

cloud server and the clients. The client users are

given provision to store their  files in the cloud.

But how safe will their data or copy write contents

be from any third party? Chances are that the files

can  be  viewed  and  copied.  To  prevent  this

copying and duplication of data we have come up

with a simple content protection method that can

assure the user that no matter who views the file,

they will not be able to replicate the data in the

system. Example, YouTube videos can be seen by

everyone but our system will not allow any two

users to have the same videos. The credit always

goes  to  the  owners  and  not  anyone  else.  We

developed  new  system  for  multimedia  content

protection on cloud framework. This novel system

can  be  used  to  protect  different  multimedia

content  types.  In  our  novel  system we  evolved

fully  multicloud  system  for  multimedia  content

protection.

 The proposed system supports various types of

multimedia  content  and  can  actively  occupy

varying computing resources. New approach can

be  used  generating  signatures  for  videos.  This

novel approach generates signatures that occupy

the depth in stereo content without computing the

depth  signal  itself,  which  is  a  computationally

expensive process. The novel design for capture

high  dimensional  multimedia  objects  for

distributed matching engine. This design provides

the primitive function of finding nearest neighbors

for large scale datasets. The design also offers an

auxiliary  function  for  further  processing  of  the

neighbors.  This  two stage  design  used  in  novel

system  to  easily  support  various  types  of

multimedia content. The focus of this paper is on

the  other  approach  for  protecting  multimedia

content, which is content-based copy detection. In

this  proposed  system  from  original  objects,

signatures  are  extracted.  Signatures  are  also

generated  from  query  and  objects  downloaded

from web.  Then,  the  complimentary is  measure
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between  original  and  suspected  objects  to  find

potential copies. 

V. Proposed System Architecture

The architecture is as shown in the figure above.  In

which user firstly upload the video and also create the

signature for that  video. Whenever user upload their

video system will check the signature for that video. If

the signature is matched with in our database system

will send the notification to the data owner.

Admin will check the details for each video and its 

signature.

Query Preparation:

A content protection system has three main parties: (i)

content  owners  (e.g.,  Disney),  (ii)  hosting  sites The

first party is interested in protecting the copyright of

some  of  its  multimedia  objects,  by finding  whether

these objects or parts of them are posted on hosting

sites (the second party).

Accuracy:

The  system should  have  high  accuracy  in  terms  of

finding  all  copies  (high  recall)  while  not  reporting

false copies (high precision). Achieving high accuracy

is challenging, because copied multimedia .

Reference Registration:

Creates  signatures  from objects  that  content  owners

are  interested  in  protecting,  and  inserts  them in  the

distributed index.

Query Preparation:

Creates  signatures  from  objects  downloaded  from

online sites, which are called query signatures. It then

uploads these signatures to a common storage.

Object Matching: 

Compares query signatures versus reference signatures

in the distributed index to find potential copies. It also 

sends notifications to content owners if copies are 

found.

Parallel Crawling:

 Downloads multimedia objects from various online 

hosting sites.

Content Owner:

The one who owns or upload data on the cloud, 

hosting sites is the content owner. he will be 

notified if the contents are copied or misused.

Service Provider:



www.ierjournal.org

Administrator of the hosting sites is the Service 

provider. 

Hosting Sites:

The sites like YouTube, instagram, twitter, 

facebook

Parameters Existing system Proposed
system

Algorithm SIFT CBIR

MD5

Multipart

Techniques Watermarking Digital
signature  &
watermarking

Disadvantages 1.Less secure.
2.Watermarking  is
not effectively use.
3.High cost.

Overcome  all
disadvan-
tages.

VI. Algorithms

A. CBIR:

"Content-based"  means  that  the  search  analyzes  the

contents of the image rather than the metadata such as

keywords,  tags,  or  descriptions  associated  with  the

image. 

The  term  "content"  in  this  context  might  refer  to

colors, shapes, textures, or any other information that

can be derived from the image itself. 

CBIR is desirable because searches that rely purely on

metadata  are  dependent  on  annotation  quality  and

completeness.  Having  humans  manually  annotate

images by entering keywords or metadata in a large

database can be time consuming and may not capture

the  keywords  desired  to  describe  the  image.  The

evaluation  of  the  effectiveness  of  keyword  image

search is subjective and has not been well-defined. In

the  same  regard,  CBIR  systems  have  similar

challenges in defining success.

B. MD5:

The MD5  algorithm is  a  widely  used hash

function producing a 128-bit hash value. It is used as

a checksum to  verify  data  integrity,  but  only against

unintentional corruption.

1. Step 1 – append padded bits: A single “1”

bit is appended to the message, and then

“0” bits are appended so that the length in

bits equals 448 modulo 512.

2. Step  2-  append  length:  A  64  bit

representation  of  b  is  appended  to  the

result  of the previous step.  The resulting

message  has  a  length  that  is  an  exact

multiple of 512 bits.

3. Step  3  –  Initialize  MD  Buffer  :A four-

word buffer (A,B,C,D) is used to compute

the message digest. Here each of A,B,C,D,

is a 32 bit register

4. Step  4  –  Process  message  in  16-word

blocks: Four auxiliary functions that take

as input three 32-bit words and produce as

output one 32-bit word.

5. Step  5  –  output:  The  message  digest

produced as output is A, B, C, D. That is,

https://en.wikipedia.org/wiki/Hash_function
https://en.wikipedia.org/wiki/Hash_function
https://en.wikipedia.org/wiki/Data_integrity
https://en.wikipedia.org/wiki/Checksum
https://en.wikipedia.org/wiki/Bit


www.ierjournal.org

output begins with the low-order byte of

A, and end with the high-order byte of D.

C. Multipart

This algorithm is used for file uploading on the

cloud storage. A HTTP multipart request is a HTTP

request that HTTP clients construct to send  files and

data over to a HTTP Server. It is commonly used by

browsers  and  HTTP  clients  to  upload files to  the

server.  Under  the  hood  of  a  HTTP  request  with

multipart form data

VII. Advantages

 Accuracy in matching the contents.

 Computational Efficiency of signature 

generation is faster.

 Scalability and Reliability.

 Cost Efficiency.

 The system can run on private clouds, public 

clouds, or any combination of public-private 

clouds.

 Our design achieves rapid deployment of 

content protection systems, because it is based

on cloud infrastructures that can quickly 

provide computing hardware and software 

resources. 

 The design is cost effective because it uses the

computing resources on demand. 

 The design can be scaled up and down to 

support varying amounts of multimedia 

content being protected. 

VIII. Conclusion

This  system  is  used  to  detect  and  prevent  the

possibilities  of  any  other  third  party  trying  to

violate  any  copyrighted  material.  The  Material

here refers to any type of multimedia content like

a video, images, music etc. The system intends to

protect the contents of any multimedia content file

irrespective  of  the  type  of  file  for  files  are

available on a cloud platform. The contents of the

multimedia  video  cannot  be  replicated,  If  the

contents are copied then it should not be allowed

to  be  uploaded  into  the  cloud  facility.  Unique

technique is employed to protect the contents of

the file. 

Signatures  are  generated  for  every  video  which  is

unique  to  that  video.  Signature  generation  and

comparison  uses  well  known  algorithms  effectively.

The  algorithms  used  are  simple  and  effective.  The

duplicate copies of the video contents are determined

by  analyzing  these  signatures.  The  level  or  the

percentage  of  copy  is  determined  from  which  the

contents were copied.

For example, our current system is optimized for batch

processing.  Thus,  it  may  not  be  suitable  for  online

detection of illegally distributed multimedia streams of

live events such as soccer games. In live events, only

small  segments  of  the  video  are  available  and

immediate  detection  of  copyright  infringement  is

crucial to minimize financial losses. To support online

detection, the matching engine of our system needs to

be  implemented  using  a  distributed  programming

framework  that  supports  online  processing,  such  as

Spark. In addition, composite signature schemes that

combine multiple modalities may be needed to quickly

identify  short  video  segments.  Furthermore,  the

crawler  component  needs  to  be  customized  to  find

online sites that offer pirated video streams and obtain
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segments  of  these  streams  for  checking  against

reference streams, for which the signatures would also

need to be generated online. Another future direction

for the work in this paper is to design signatures for

recent  and  complex  formats  of  3-D  videos  such  as

multiview plus  depth.  A multiview plus  depth video

has  multiple  texture  and  depth  components,  which

allow  users  to  view  a  scene  from  different  angles.

Signatures for such videos would need to capture this

complexity,  while  being  efficient  to  compute,

compare, and store.
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